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Introduction

" ... The Oracle DBA just left the project. Congratulations, YOU are now in charge of
maintaining our production Oracle database until we hire a new DBA ..."

Sounds familiar? The purpose of this paper is to discuss basic Oracle database administration
skills to administer and maintain an existing Oracle database in support of PDMLink. The
objective is not to teach the reader how to become an Oracle DBA, but to give the PDMLink
administrator, or others in a similar situation, the fundamental and basic knowledge, tips,
techniques, and resources to help perform the daily maintenance tasks needed to support an
Oracle database. The topics that will be covered in this paper are:

e Typical daily activities of a DBA

e Logging into the Oracle database

e Starting and stopping the Oracle database

e Oracle database and configuration files

e Backing up the Oracle database

e GUI tools — Oracle Enterprise Manager Database Control
e Troubleshooting Oracle database

e Technical resources
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Oracle Database 11g - Architecture Diagram OoOrRACLE

Typical dallv actlvmes of a DBA

If you find yourself in a position of having to take care of one or more Oracle databases, your
first question might be “what did the DBA who just left the project do every day?” If I had to
answer this question, as a DBA supporting a PDML.ink installation, I would say that a typical
day consists of:

Checking the nightly Oracle database backup jobs
Checking the Oracle alert log file for errors

Supporting PDMLink administrators, specifically, creating a new Oracle database that
will be used to rehost a production system for testing and development

I have listed just three items in a typical day for me as an Oracle DBA supporting PDML.ink;
however, each of these items leads to many other questions to someone who is not an Oracle
DBA and finds him/herself tasked with taking care of the Oracle system.

For example, the item listed above “Checking the Oracle alert log file for errors” leads
immediately to the following questions: What is and where is the alert log file? What does an
Oracle error look like? If I find an error, how do I log into the database as an administrator? How
do I start up the database if the error says that the database is down? Where are the Oracle
configuration files? All these topics, and others, will be covered in this paper.
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Logging into the Oracle database

Since the assumption is that the Oracle DBA left, and that you, a PDMLink administrator, have
been asked to take care of the Oracle databases until a new Oracle DBA is hired, we must
assume that you will be granted access to the host machines where the Oracle databases are
installed, and you will be given access to the operating system user account who owns the Oracle
database installations.

Using PDMLink as an analogy, typically a system administrator creates local user on the host
where PDMLink is installed who is the “owner” of the Windchill installation. This user is also
granted specific privileges on the host. Similarly, a system administrator also creates local user
who is the “owner” of the Oracle installation on the host machines where the Oracle databases
are installed, and this user is also given specific privileges.

Let’s use the production Oracle database and host server as a starting point, since this is the most
important database that you will be taking care of. You will be given (or must insist!) the Oracle
account user name and password on the host server where the Oracle database resides. This is a
MUST if you are being asked to take care of the Oracle databases. For the purposes of this paper,
and for following examples, this is the configuration on a test production system:

Host machine: ORAPROD
Host user name and password: oracle/oracle123
Database name: TEST

When you log in on the host machine “ORAPROD” as the OS user “oracle”, you can log in
directly into the database with the highest database administrative privilege, using SQLPIlus from
a command prompt, as follows:

s sysdba
LQL=Pluz: Heleaze 11.Z2.8.4.80 Production on Tue Feb 24 16:35%:88B 2815

» 1982, 2813, Oracle. All rights reserved.

e Databasze 114 Entevprise Edition Release 11.2.8.4.8 - 64bit Production

show user
i 2 Yh "
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Ideally, so that you don’t have to change any passwords in the database, you should be given the
current passwords for the database users SYS and SYSTEM. These are the users in the database
with the highest privileges. It is beyond the scope of this paper to discuss in detail the differences
between these users. But since you will be in charge of this database temporarily, you will
perform most of the database administration activities as the database user SYS.

The command “sqlplus/as sysdba” allows you to log into the database as user SYS, as shown in
the picture above, without having to supply SYS’s password. The argument “as sysdba”
indicates that you are logging in with SYSDBA privilege into the database, which is the highest
privilege that you can have in the database.

Once you have been given the passwords for the database users SYS and SYSTEM, this is how
you can log into the database using these passwords:

ndd vs qlplus sys az sysdba
SQL=Flus: Releaze 11.2.8.4.8 Production on Tue Feb 24 16:38:31 2815
Copyright (c> 1982, 2813, Oracle. ALl rights peserved.

CEE-LT L E o

SGLY exit
Dizsconnected From Oracle Databasze 11g Enterprise Edition Kelease 11.2.8.4.0

Hindows™,
Windows™ tendidsglplus system

Releaze 11.2.8.4.H Production on Tue Feb 24 16:38:51 2815
Copyright <c) 198, 2013, Oracle. ALl rights reserved.
' password:

rcted to:

y Databaze 11g Enterprize Edition Release 11.2.8.4.8 - 6d4bhit Production
Al >
F exit
Dizconnected From Oracle Database 11g Enterprize Edition Release 11.2.8.4.8

A note about SQLPIus - searching on Google, you get this:

SQL*Plus is an interactive and batch query tool that is installed with every Oracle
Database Server or Client installation. It has a command-line user interface, a Windows
Graphical User Interface (GUI) and the iSQL*PIlus web-based user interface.

The examples shown above are using the command-line user interface. Since you will be doing
this job temporarily, | need to tell you that | have never used the GUI, and rarely have | used the
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ISQL*Plus web-based user interface. The examples in this paper will use the command-line user
interface.

TIP — How do you find the passwords for users SYS and SYSTEM if they are not documented?
In the unlikely event that the outgoing Oracle DBA does not give you the passwords for
users SYS or SYSTEM, which has happened to me before, the way that | have found
these passwords was simple. It is almost certain that there are Windows scheduled task
jobs (or cron jobs in the UNIX world) that run nightly to back up the Oracle database.
Open the Task Scheduler on a Windows Sever machine, or the crontab on a UNIX box,
see which jobs are the ones that look like Oracle backup jobs (look for words such as
RMAN, EXP, EXPDP, COLD BACKUP), and look at the scripts or programs that these
scheduled task jobs, or cron jobs, run every night and read the contents of these scripts
or programs carefully. Even though it is not a recommended practice, some DBAs create
backup scripts where they have hard-coded the user names and passwords of either SYS
or SYSTEM, and they have made these files not-readable by anyone else other than by
the owner, which would be the OS “oracle” user. And we have already established that
you have been given the password to log in as the OS “oracle” user. In the past | have
been able to find out passwords for these, and other, users by looking in detail at the
backup scripts. As mentioned earlier, hard coding passwords is not recommended, but
some administrators do this for various reasons and they justify this practice by making
these files not accessible to anybody else other than 7o the OS “oracle” user.
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Starting up and shutting down an Oracle database

Besides the usual calls from the PDMLink administrators or from the users saying that they are
getting error messages telling them that there is no access to the database, how do you check if
the database is up and running, and how do you restart it if it is down?

There are two ways to quickly check if the database is up or down: 1) log into the database and
look for a message from the database indicating that the database is down, or 2) check the status
of the Oracle-related services on a MS Windows Server host, or if on a UNIX host check the
processes running.

Shutting down a database

Let’s start by shutting down a running database. It’s very simple: log in as the user SYS and
issue the command “shutdown immediate”, as follows:

2Feglplus ~ as =y

« 11.2.8.4.8 Production on Tue PFeb 24 17:13:12 2815

Copyright <c} 1982, 2813, Oracle. ALl rights reserved.

n- ted .
shut down.

Now that we know that we have a database that has been shut down, the following example will
illustrate what you will see when you log into a database that has been shut down:

stamdd )
Hindows stemd>sgqlplus ~» az sysdha
S lus: Releasze 11.2.8.4.8 Production on Tue Feh 24 1

Copyright (el 198RS YA1E,. Oracle. ALl rights reserved.

|'::|jr'|l'|i_'1:'tl.‘ﬂ. to an idle instance.

QL

The phrase “Connected to an idle instance” indicates that the database is in a shutdown state.
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Starting up a database

It is also simple to start up a database: log in as user SYS and issue the command “startup”, as
shown in the following example:

stendfrsglplus # az zyzdhba

SQL*Plus: Releasze 11.2.8.4.8 Production on Tue Feb 24 17:14:81 2815
Copyright <cd 1982, 2813, Oracle. ALl sights reserved.

Connected to an idle instance.

SQL>

SQLr startup;
ORACLE instance started.

Oracle services on a MS Windows Server

Another method to determine if the Oracle database is up or down is to check the status of the
Oracle services in a MS Windows Server. In a typical Oracle installation on a MS Windows
Server, you will see the following services:

Uracle TEST V55 Winiter Senvice Manual
OraclelobSchedylerTEST Disabled
OracleMTSRecoh{%yService Manual
OracleQralbllg_homel ClrAgent Disabled
CracleQraDbllg_homel TNSListener Disabled

racleCir homel Clr&gent Manual
OracleOralbllg_home2 THSListener Started Manual
OracleService TEST Started Manual

d Inr }

In this example, the database name is TEST, and the two services that you, as the Oracle DBA,
are interested in are:

OracleOraDb11g _home2TNSL.istener
OracleServiceTEST

UNCLASSIFIED



LA-UR-15-23637

Oracle Database Administration W-11-TR-0015U
Tips and Techniques for the PDMLink Administrators Revision A
Page 9 of 47

These are the two services that must be running (started) on a MS Windows server in order for
the Oracle database to be accessible to client requests. The service OracleServiceTEST points
to the memory structures allocated to the Oracle server on the host machine (the Oracle

instance), while the service OracleOraDb11g _home2TNSListener points to the “LISTENER”,
which is the process that manages and handles connection requests from clients, such as
connection and query requests from PDML.ink, to the database. Both of these processes must be
running on the Oracle database host server in order for clients to access the database.

If any of these two processes shows a state other than “Started” (usually the Status column will
be blank if the service has been stopped, as shown in the next example), then you must manually
start the process by selecting it and clicking on the “Start” link, as shown in the next figure (in
this example, the LISTENER service has been stopped and needs to be restarted):

—— s ) )
file  Action Yiew Help }
(@) Dc=HBm»euwn l
+ Services (Local) . Services (Local) ’

OracleOraDb11g_home2TNSListener Name . Description Startup Type
Network Store Interface Senvice This service ... Started Automatic |
< tact the senvice NVIDIA Display Driver Senace Provides sys... Started Automatic i
J NVIDIA Pesformance Driver Service Provides su... Started Automatic
« Office Source Engine Saves install.., Manual
« Offline Files The Offline ... Disabled
“ 5 Oracle TEST VSS Wiiter Service Manual
4 OracleJobSchedulesTEST Disabled
OracleMTSRecoveryService Manual
OracleOraDbllg_homel CirAgent Disabled
OracleOraDbl1g_homel TNSListenes Disabled
OracleOraDbllg_home2ClrAgent ———— Manual
| [ S OracleOraDbilg home2 TNSListener Manual
5, OracleServiceTEST arted Manual i
| - - - -
‘ m L]
) - —y - —
\ Extended A Standard / :
 ———

Oracle processes on a UNIX server

Below is a screen shot that shows the process running on a UNIX box when an Oracle database
IS running:

ps —ef | grep ora_; ps—ef | grep —i Isnr
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The ora_* processes are the Oracle instance processes. The process listed at the bottom of the
screen shot (.../bin/tnslsnr ...) is the LISTENER process, as explained previously in the paper.

/oracle/pr e 1/bin/tnslsnr LISTENER
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Oracle database and configuration files

At some point during the brief period of time when you will be in charge of maintaining one or
more Oracle databases, you will ask yourself “well ... where are the Oracle database files?, and
which ones do I need to worry about?”

ORACLE_BASE and ORACLE_HOME

On the host server where the Oracle database is installed, you will find an environment variable
called ORACLE_HOME:

On Windows: %oracle_home%
On UNIX:  $ORACLE_HOME

This variable points to the folder/directory structure on the host server where the Oracle database

executables reside. In a “typical” installation of an Oracle database, you could expect to see
something like this for ORACLE_HOME:

On Windows: D:\oracle\product\11.2.0\dbhome 1
On UNIX:  /app/oracle/product/11.2.0/dbhome_1

In the “dbhome 1 directory/folder is where you will find the Oracle database binaries and
libraries. The important point to take away from this is that most of the Oracle documentation
that you come across makes references to “ORACLE_HOME”, and most of the instructions
that you will find when troubleshooting or when working with Oracle Support you will be
expected to know where “ORACLE_HOME” is.

On a Windows server: echo %oracle_home%o

[z] Administrator: cmd.exe - Shortcut

Microzoft Windows [Uersion 6.1.766811
Copyright <c» 2882 Microsoft Corporation. All rights reserved.

F:sWindowsz“System32 >
F:s»Windowz“System32>echo xoracle_home:x
C:sworaclesproductsll .2 _@~dbhome_1

On a UNIX box: echo $ORACLE_HOME

It e@ ~1s echo SORACLE_HOME
Jlclhomesoracle/product/11.2.0/dbhome 1
oracle@ ~15
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In some installations you may or may not see another environment variable defined, called
ORACLE_BASE. ORACLE_BASE is the root folder/directory for all Oracle installations, and
it contains diagnostic and trace/log files. You can find files such as the alert.log and init.ora
parameter file. These files can be found under the ADMIN folder/directory if the database
version is 10g, or DIAG folder/directory if the database version is 11g.

ORACLE_BASE is not a required environment variable, so you may not find it if you are
looking for it. But in general, the ORACLE_BASE environment variable can be deduced from
the ORACLE_HOME variable:

If ORACLE_HOME = D:\oracle\product\11.2.0\dbhome_1, then, in general,
ORACLE_BASE will be the path before “\product\...”, in this case,
ORACLE_BASE=D:\oracle

In ORACLE_BASE, the folders/directories that you should familiarize yourself with, especially
when troubleshooting, are:

ORACLE_BASE/admin/<SID>/pfile
This folder contains one of the database’s initialization parameter files

ORACLE_BASE/diag/rdbms/<SID>/<SID>/trace
This folder contains the database’s trace/log files

ALERT.LOG FILE

The Oracle alert.log file is an important file that you must be familiar with. This is similar to a
Method Server log file. This file contains entries of the many activities going on in the database.
This file is the first file that you will check when troubleshooting an Oracle-related issue. If you
have to work with Oracle Support, they will ask you for this file, so you need to know where it
is.

This file is a plain-text file. There is only one such file in the database, and information gets
appended to it through database shut downs and start ups. Note that, unlike a Method Server log
file which gets created when Windchill stops or starts, this file will grown over time, since there
is only one.

The alert.log file is located in ORACLE_BASE/diag/rdbms/<SID>/<SID>/trace. You can

also find the location of this file by looking at the value of the database parameter
“background_dump_dest”, as shown in the following example:
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/s asz sysdha
Har £ 15:41:18 2815
Copyright <c) 1982, 2813, Oracle. All rights reserved.
Connected to:
Oracle Database 11g Enterprise Edition Release 11.2.8.4.8 - 64bit Production
SQL> show parameter background_dump_dest

HAME TYPE UALUE

hac kyround _dump_dest string C:~0RACLE~diag~rdbmsstest~test
Strace

t diyr C:\DORACLExdiagswdbms™ txtrace | find "alept'
Bal% ©91:18 PH alert_test.loy

In the directory listed by the parameter “background_dump_dest”, you will find the file called
alert_<database name>.log, along many trace files, which can be used for troubleshooting
purposes when the need arises.

TIP — Did you notice the line:
SQL> host dir C:\ORACLE\diag\rdbms\test\test\trace | find "alert™

When you are in a SQLPIus session, you can issue OS commands by typing the keyword
“host”, followed by the OS command. You can also type the keyword “host” and hit
return, which will take you to the OS prompt, where you can issue OS commands. Once
you are done working in the OS prompt, you can type “exit” and it will return you to the

SQLPIlus prompt. Take a look at the following example, when you issue the command
“host” at the SQL> prompt:
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SQL >
SQL> host

Hicrosoft Windows [Wersion 6.1.76811 N
Copyright <c» 2009 Microsoft Corporation. ALl rights reserved.

_’ czworac lesdiagsrdbassteststesttrace> cd ..

ctworac levdiagsrdbnssteststest rdir
Uolume in drive C is Dis
Volume Serial Humber is DEBD-DBEE

Directory > iworac lesdiagsrdbrssteststest

<{DIR>
L{DIR2> ..
{DIR> alert
<DIR> cdump
{DIR> him
LDIR> incident
EE%E; :i.ncp]-'._n]
i
<{DIR> lck
{DIR> metadata
<DIR> metadata_dgif
{DIR> metadata_pu
LDIR> stage
7 <DIR> SWEER
B3..92.,2015% 3: CDIR> trace
i A hytes

15 Dird 187.564,888,064 bhytes free

: tnorac levdiagsyrdbrnsstestste
zsvorac lesdiagsprdbmsstestste

TNSNAMES.ORA FILE

The file called tnsnames.ora is one that you may or may not need to interact with; however, it
will be useful to know what it is and where it is. First, where is it? You can find it in:

On Windows: %oracle_home%)\network\admin
On UNIX: $ORACLE_HOME/network/admin

It is a plain text file, so you can read its contents. You can find the full technical definition in the
Oracle documentation (or on Google!), but in a nut shell, this file contains the alias descriptors
that point to one or more databases. In this file you will find one alias that maps to one database
on a server, not necessarily the local host where you are working, but it can contain aliases to
databases that reside on other networked hosts, such as development or testing hosts. The
SQLPIlus executable that is installed on the machine that you are currently logged in will read the
contents of this file upon initialization; therefore, you can use your local SQLPIlus installation to
access databases that are not on your local host. Typically, the thsnames.ora file is a local file
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on each machine where there is Oracle software installed. Below is an example of what a
tnsnames.ora file might look like:

A - o W & T T T . —

BEx Administrator: cmd.exe - Shortcut

c 2 woprac lewdiagswprdbmsstes
c worac le dlxn\udhn'\t te tracercd ¥oracle_homexsnetwork admin

i e _2“HETWORK~ADHIN

C : F\ppndurr 11.2 .8~dbho SHETWORK~ADHIN>type tnsnames.ora

H snames .ora Hetw ‘L Configuration File: c:isoraclesproductsil.2.@~dbho
H Generated by Oracle configuration tools.

C  RWIND-PROD =
¢DESCRIPTION
(ADDRESS_LIST
<ADD = (PROTOCOL = TCP>XHOST =  ora-prod)CPORT = 1521)>
y
C(CONNECT_DATA
(SERUICE_NAME = wind>
>
b

[ SWIND-DEVL =

CDESCRIPTION =
CADDRESS _LIST =
CADDRESS CPROTOCOL TCP>CHOST ora-dey 1 (PORT

b
CCOMNECT _DATA =
CSERVICE_MWAHE = wind?

You see two alias entries: WIND-PROD and WIND-DEVL. The alias WIND-PROD points to a
server host called ORA-PROD where there is an Oracle database called WIND, and the
LISTENER process on that host is listening for database requests on port 1521.

The alias WIND-DEVL points to a server host called ORA-DEVL where there is an Oracle
database, also called WIND, and the LISTENER process on that host is listening on port 1521.

Note that each host has its own Oracle installation and in each host there is a database called
WIND. From this example one can see that one of the WIND databases is the production
database on the PROD host, while the other WIND database is a development database on the
DEVL host.

The tnsnames.ora file takes care of connecting you to the correct database on the correct host,

depending on the alias that you use to connect to the database. Take a look at the following
examples:
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N ¢ =~orac lesproductsll .2 . @~dbhome _Z“NETWORK-~ADMIN>
¢ 2worac lesproductsll .2 . 8xdbhhome _2~NETWORK~NADHIM>sqglplus #nolog
S0L#Plus: Release 11.2.8.4.0 Production on Hon Mar 167495 :81 2815
Copyright <c>» 1982, 2813, Oracle. All r»ights reserved.

i systenBuind-prod
Enter password:

i e=elect host_name From vSinstance

HOET _NAME
ORA-PROD
SQL

£QL> conn systemBuwind-devl
Enter password:

In this example you can see how the tnsnames.ora file connected the database user SYSTEM to
the WIND database on the ORA-PROD server by using the alias “@wind-prod” in the SQLPIlus
connect string. Similarly, thsnames.ora file resolved the “@wind-devl” alias to connect the
database user SYSTEM to the WIND database on the ORA-DEVL server. Both of these
connections were made from the same SQLPIus session on a client machine.

This is an important concept to understand, especially if you are managing multiple database
installations, whether they are on one or multiple servers.

INIT.ORA / SPFILE.ORA PARAMETER FILES

Analogous to a Windchill installation where you have parameter files such as site.xconf and
wt.properties files where the properties of the Windchill server are defined upon start up of the
Windchill application, the Oracle database also has a parameter file that is read when the
database instance is started up that defines properties for the Oracle instance and the database.

There are two types of parameter files: a plain text, parameter file called INIT<SID>.ORA file,
and a binary file called SPFILE<SID>.0ORA. These files contain parameters that define the
properties of the database and of the instance upon start up. These files include properties such
as: RAM memory allocation for the Oracle instance, location of the database CONTROL files
(the database CONTROL files, usually in the form CONTROLO1.CTL, are essential to the
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database — they record the physical structure of the database; the database will not work without
the CONTROL files), physical limits of the database, and many more.

You can find these parameter files in the following locations:

On UNIX:  $ORACLE_HOME/dbs/init<SID>.ora (plain text file)
$ORACLE_HOME/dbs/spfile<SID>.ora  (binary file)

On Windows: $SORACLE_HOME\database\init<SID>.ora
$ORACLE_HOME\database\spfile<SID>.ora

Note:
In some cases, you will find the most recent, manually edited, plain-text initialization
parameter file, in ORACLE_BASE/admin/<SID>/pfile/init<SID>.ora.

It is beyond the scope of this paper to discuss in detail the differences between the plain text
init<SID>.ora file and the binary spfile<SID>.ora files. What YOU, a PDMLink administrator
taking care of Oracle databases temporarily, need to know is that when you start up a database
by issuing the command (from a SQLPrompt) “SQL> startup;” (notice no arguments after the
word “startup”) the database instance will use the binary spfile<SID>.ora initialization file to
get its properties from.

If you are instructed (by Oracle Support for example) to manually make changes to one or more
initialization parameter files and use these new changes to start up the database, then you will be
making changes to the plain text init<SID>.ora file, in which case you will start up the database
by issuing the command:

SQL> startup pfile="c:\oracle\admin\<SID>\pfile\init<SID>.ora’
Notice the argument “pfile=..." after the keyword “startup”

An extremely important aspect about shutting down and starting up the Oracle database is to
know what the standard procedure used by the former Oracle DBA was: did the former DBA use
to start up the Oracle database routinely using the SPFILE (i.e. SQL> startup;), or did he
routinely used to start up the database by always using a parameter file

(i.e. SQL> startup pfile=".../init<SID>.ora’). Since you are doing this job temporarily, there is
no need to change procedures; therefore, you must find out how the Oracle database is routinely
started up after being shutdown. The easiest way to find out is to look at the daily backup scripts,
ideally one that does a COLD backup where the database has to be shutdown, and inspect the
script and look for the piece of SQL code where the database is started up. Once you find it you
will see whether it is the former or the latter.
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Backing up the Oracle database

One of the most important, if not THE most important, tasks that you, the PDMLink
administrator, will have to perform on a daily basis while serving as the temporary Oracle DBA
is to check the health of the backups of the Oracle databases that you are now in charge of. If you
only have the time to do one thing as the interim Oracle DBA, make it to take care of backing up
the production Oracle database.

It is impossible to know the backups that your former Oracle DBA has in place; however, | will
describe the backups that we have implemented on a typical production Oracle database
supporting a PDML.ink installation. If your previous Oracle DBA didn’t leave you
documentation describing the daily backups of the Oracle database, it is relatively simple to
figure it out.

On a Windows server, it is likely that database backup jobs are being run through the Windows
Task Scheduler, as shown on the figure below:

Ble Acton Vew teb
e 2w @m
() Task Scheduler (Local)

) | Task Scheduler Library

<

-

Name ¥ Next Run Time

TWS

) rman backup Ready MWt 1:45AMeveryday 3/6/2015 1:45:00 AM
5 expdp Ready At 2:00 AM every day 3/6/2015 2:00:00 AM
5 export Ready Wt 2:05 AMeveryday 3/6/2015 2:05:00 AM

2 check orade alertlog Ready
Dicheck disk space Ready
5 report backups Ready

\t 4:00 AM every day  3/6/2015 4:00:00 AM
t4:45 AM every day _ 3/6/2015 4:45:00 AM
t 5:30 AM every day  3/6/2015 5:30:00 AM

From the screen shot above you can see that there are jobs such as “rman backup”, “expdp”,
“export”. The “rman backup” refers to the Oracle RMAN (Recovery Manager) hot backup. The
“expdp” job refers to the Oracle Export Data Pump backup utility. The “export” job refers to the
traditional Oracle Export backup utility. These different Oracle utilities will be explained below.

On a UNIX server, you can inspect the contents of the CRONTAB and search for Oracle-related
cron jobs. As an example, you can run the following commands and inspect the output:

[oraprod ~]$ crontab -l | more

or ...
[oraprod ~]$ crontab -l > crontab.out
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If there is no specific documentation regarding your Oracle database backups, it will be your
duty to look carefully at the Task Scheduler on Windows, or at the CRONTAB on UNIX, figure
out which are the database backup jobs based on certain key words (such as “rman”, “exp”,
“expdp”), track these scripts down, and look at their contents to figure out the folder/directory
where the backup files are being written to, and then familiarize yourself with the output. We
will attempt to describe, at a very high level, these utilities so that you know what to look for.

RMAN — Recovery Manager

This is a built-in Oracle database utility that allows you to do a hot (i.e no database shut down),
online, backup of the database files. RMAN will back up the files on disk that make up the
database (referred to as a ‘physical’ backup), as compared to the Export or Data Pump Export
utilities which will back up the actual data within the database (referred to as a ‘logical’ backup).
This utility is also used to restore files from backup and recover the database from a failure.

The contents of a typical RMAN backup script might look something like this:

C:sWindo Systemd2>
C:sUWin stemd2 >
C s JWindo sdésBackupScriptssrman~rman .bat

zet oracle_home=D:soraclesproductxll .2 . B8xdbhome_2
set oracle_sid=

voracle_homex binsrman target '/ as sys nocatalog
cmdf ile D:“Backu ) man>rman_hackup . run
log D:sBackupScriptssrm rman_backup. log.temp

C:sWindowssSystem32 >
F

The parts that make up the command line are these:
%oracle_home%/bin/rman
RMAN utility executable

target ¢/ as sysdba’
you are logging in to the “test” database as user SYS (/ as sysdba)

nocatalog
you are not using an external metadata repository for RMAN operations

cmdfile D:\BackupScripts\rman\rman_backup.run

you are using another file called rman_backup.run which contains the actual
RMAN commands
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log D:\BackupScripts\rman\rman_backup.log.temp
the output of the RMAN command will be recorded in a log file; THIS is the log
file that you need to inspect daily to verify the backup job!

The D:\BackupScripts\rman\rman_backup.log.temp log file will be pretty large and will
contain a lot of information pertaining to what was backed up and the result of the operation.
Below we list a few of the lines in the log file that will be of interest to you:

pe T JBackupScriptssemanserman_backup — Copy.log"
se 11.2.8.4.8 Production on Fri Har 13 81:45:81 2815

YHZ, 2811, OUracle andsor itz atfiliatez. ALl rights reserved.

onnected to tavget datahase: TESRT
using target database control File instead of recovery catalog

<many linez of text deleted abowve thiz line>

hannel ORA_DISK_1: starting full dataf
~hannee 1 ORA_DISK 13 ifuwing datafi
input datafile file nunber=A8BAYT name 0
input datatile file number=HHBE1 name=D:%0

Cmany lines of text deleted below thisz line>

input datafile file number=00009 name=D:\ORADATA\TEST\USERS02.DBF
There will be many lines that look like this. These lines show you the database files that
are being backed up. You can see from this output where the actual physical files that
make up the database reside on disk, in this case, the physical database files reside in the
D:\ORADATA\TEST folder/directory.

<many lines of text deleted above thisz lineX>

piece handle=
U -~ FRA~TEST-~BACKUPSET~2015_83_13~01_MF_NHNNDF_TAG28150313TA14633_BJ55H45H_.BKP

<many lines of text deleted helow thiszs lineX

piece handle = V:\FRA\TEST\BACKUPSET\2015_03_13/01_MF_NNNDF TAG2015...
You will also see many lines that look like this one. This is showing you the location on
disk of the files that the RMAN utility is creating, which contain the backups of the
database files. In this example, the backup files reside on disk in the directory/folder
V:\FRA\TEST\BACKUPSET\2015_03_13.
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TIP — It is important to note that these backup files (or backup pieces) are binary
files that are created by the RMAN utility and can only be read by the RMAN
utility. You cannot manually manipulate or use these files without using RMAN.

<many lines of text deleted abhove this lineX

RMAN retention policy will be applied to the command
RMAN retention policy iz set to redundancy 1
Deleting the following ohsolete backups and copies:

<many lines of text deleted helow this lineX

RMAN retention policy will be applied to the command

RMAN retention policy is set to redundancy 1

Deleting the following obsolete backups and copies:
These lines in the log file show that only 1 copy of the backup files will be retained, and
upon successful completion of the current RMAN job, the previous backup files will be
deleted. This is the mechanism by which RMAN automatically cleans up older backup,
obsolete, files, thereby keeping the backup destination folder/directory from filling up.

RMAN errors
What does an RMAN error look like in the log file? Below is one example of what you should be

looking for in the output log file after an RMAN backup runs. If and when you encounter this,
you will have to contact Oracle Support, or try to research the error using other resources:
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Recovery Manager: Releaze 11.2.8.4.8 - Production on Fri Mar 13 81:45:81 2815
Copyright <c» 1982, 2811, Oracle andcor its affiliates. All »ights reserved.

connected to target database: TEST ) ]
1izing target database control file instead of recovery catalog

RHMAM >
RHAN> #

Starting backup at 13-MHAR-15
current log awrchived
allocated channel: 0ORA_DISHK_1
channel ﬂHH K_1: SID=378 device type=DISK
allocated ch RA_ _
hanne 1 UHﬁ SID=465 device type=DISK
llocated cha : x
1 type=DISK

ce type=DISK
ice type=DIEK
type=DISK

hanne 1
llocated ch

_ K_
channel ORA_DISK_8: S5ID=84 device type=
skipping archived luq of thread 1 wi - e 6764; already backed up
.Lnnnrl ORA_ tarting lzcthLd lnq
hnnnﬂl UHﬂ = 2] if yine % i hackup set
i T | iCID= 4?“!8 HTHHI"“'& 4138113

: unnrl ﬁﬂﬁ ! ] . up set
input arc hl" i ad = 'y : Thb ] | 5T 874158746

~hanne 1l ORF start :|||l.' ap « :
channel ORA_DISK. sif ying e n T‘J ILI"H|1 set
input archived o fhznud 1 se : ? D=4998 STAHP=874159549
hannel OHRA_ 3= o 3 -15

_ - ved Inu backup set
~hannel ORA £ =i yi «chi 1 s in backup zet
input archiv - :=6768 HE(IF 4991 “TﬂHP 874180288
hannel ORA_ K_¢ g at 13-MAR-15
channel OHA_ S - rting arc ved log backup set

. pecifying archived logds?» in backup =set

RHAN-A@A571 :
-BA567 =

y F:BA:=8Y
ction failed for File

As you can see, these messages stand out and are pretty clear to see. Usually you will see these
messages at the bottom of the log file, since it indicates a problem with the backup and the
RMAN backup job would have most likely ended or aborted at this point.

Data Pump (EXPDP) export and traditional export (EXP)

If you are a PDMLink administrator and you are reading this paper, then you are probably
familiar with the re-hosting procedure in PDMLink. One of the steps in re-hosting a PDMLink
installation is to copy the database table data from the source system to the target system. You
accomplish this task by copying an Oracle export dump file (a .dmp file) containing the database
tables from the source system to the target system, and then importing (IMP) these tables into the
new system.

UNCLASSIFIED



LA-UR-15-23637
Oracle Database Administration W-11-TR-0015U
Tips and Techniques for the PDMLink Administrators Revision A
Page 23 of 47

The Oracle export dump file created in the source system, such as the production database, can
also be used as a backup for the Oracle database. The Oracle export dump file (*.dmp) is also
referred to as a “logical” backup, because it contains the actual data from the database. This type
of “logical” backup complements the “physical” backup explained in the previous section, done
through Recover Manager (RMAN). By having both a “physical” backup through RMAN, and a
“logical” backup through the Oracle export utility (either traditional export, EXP, or the newer
Data Pump export, EXPDP), you will have the ability to restore and recover the database, or the
Windchill schema, to a point in time before failure.

As mentioned in the previous section, if the former DBA did not leave behind any
documentation pertaining to the database backups, it is now your job as the interim DBA to find
the backup job that does the nightly export of the Oracle database, and understand what it is
doing and, more importantly, what to look for in the output log file.

If you are on Windows, you will look at the Scheduled Task jobs, and if you are on UNIX, you
will look through the CRONTAB. Hopefully the previous DBA gave the export backup job a
name that will be obvious to you, with the words “exp” or “export” in the name of the job. If
not, then the following example illustrates a sample script that will export the entire database:

4 N
## Traditional export utility ##

set oracle_home=C:\oracle\product\11.2.0\dbhome_1

set oracle_sid=test

%oracle_home%/bin/exp '/ as sysdba’ file=/oraback/export/test.dmp
log=/oraback/export/test.log full=y compress=y statistics=none direct=n

-
4 N
## New Data Pump export utility ##

set oracle_home=C:\oracle\product\11.2.0\dbhome_1

set oracle_sid=test

%oracle_home%/bin/expdp '/ as sysdba’ full=y content=all job_name=expdp_test 1
parallel=8 filesize=3G directory=datapump_dir
dumpfile=/oraback/export/expdp_test.dmp logfile=/oraback/export/expdp_test.log

- /

UNCLASSIFIED



LA-UR-15-23637
Oracle Database Administration W-11-TR-0015U
Tips and Techniques for the PDMLink Administrators Revision A
Page 24 of 47

There are many parameters that can be used in both the traditional export (EXP) utility and the
newer Data Pump (EXPDP) utility. The description of these parameters is beyond the scope of
this paper. Earlier in the paper we established that, assuming that these export backup jobs are
working properly, you should not need to, or be required to, make any changes or modifications
to these scripts.

The information that is important to you as the temporary Oracle DBA, are the portions
highlighted in yellow: the output log files. These are the files that you will need to inspect, if not
every day, relatively frequently to ensure that the export backup jobs are working correctly.

In the examples shown above you can see the output of the export backup job will be recorded in
a plain text log file. If there is no documentation regarding the Oracle backups, then it is up to
you to look at these scripts in detail in order to figure out where to find these log files.

The following examples illustrate good, clean, export backup jobs, using the traditional EXP and
the newer EXPDP utilities. These are the messages that you are looking for at the end (or at the

bottom) of the log files:

Traditional export (EXP):

[many lines of output above this]

.. exporting table MGMT_V_CLUSTER_MEMBER_LIST
.. exporting table MGMT_V_CLUSTER_RAC_POL_DETAIL
.. exporting table MGMT_V_RAC_ASSOC_MEMBER_LIST
.. exporting table MGMT_V_RAC_MEMBER_LIST

. about to export MGMT _VIEW's tables via Conventional Path ...
. exporting synonyms

. exporting views

. exporting referential integrity constraints

. exporting stored procedures

. exporting operators

. exporting indextypes

. exporting materialized views

. exporting snapshot logs

. exporting job queues

. exporting refresh groups and children

. exporting dimensions

. exporting post-schema procedural objects and actions

. exporting user history table

. exporting default and system auditing options

. exporting statistics
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Export terminated successfully without warnings.

Data Pump export (EXPDP):

[many lines of output above this]

.. exported "SYSTEM"."REPCAT$_USER_PARM_VALUES" 0 KB 0 rows
.. exported "SYSTEM"."SQLPLUS_PRODUCT_PROFILE" 0 KB 0 rows
Master table "SYS"."EXPDP_20150306_0200AM" successfully loaded/unloaded

*hkkkhkhhkkkkhkhhkhkhkkhkhhkhkhkkhhkkhhhkhkhkhhhkhhkkhhhrhhkhkhhhihhhkhkhhhhkhkhhhhhkhhhihhkhkhhhiiikikk

Dump file set for SYS.EXPDP_20150306_0200AM is:\oraback\export\expdp_test.dmp
Job "SYS"."EXPDP_TEST 1” successfully completed at Fri Mar 6 02:16:23 2015
elapsed 0 00:16:16

Export errors

What does a typical EXP or EXPDP error look like in the log file? Below is one example of what
you should be looking for in the output log file after an export backup job completes. If and
when you encounter this, you will have to contact Oracle Support, or try to research the error
using other resources:

Traditional export (EXP):

[many lines of output above this]

.. exporting table FIX_ASSOC

EXP-00008: ORACLE error 1008 encountered
ORA-01008: not all variables bound

EXP-00056: ORACLE error 1013 encountered
ORA-01013: user requested cancel of current operation
EXP-00000: Export terminated unsuccessfully

Data Pump export (EXPDP):

[many lines of output above this]

.. exported "USER1"."TABL1 _NOCOMPRESS" 797.9 MB 6749198 rows
.. exported "USER1"."TABL1 COMPRESS" 797.9 MB 6749198 rows
;31 Export> help

ORA-39065: unexpected master process exception in SEND

ORA-39079: unable to enqueue message

RP,KUPC$C_1 20150309162839,MCP,KUPCS$A 1 162840280190000,13,Y
ORA-06512: at "SYS.DBMS_SYS_ERROR", line 86
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ORA-06512: at "SYS.KUPC$QUE_INT", line 969

ORA-24033: no recipients for message

Job "SYS"."DPEXP_USER1" stopped due to fatal error at Mon Mar 9 16:31:05 2015
elapsed 0 00:02:25

As you can clearly see from the examples above, when an export job fails it will produce lines of
output with “ORA-* or “EXP-* errors in it.
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In this paper we are going to discuss only one graphical user interface: Enterprise Manager
Database Control (DBControl). This is a web-based tool that you can use to manage the Oracle
database. This application is extremely powerful; it allows the Oracle DBA to perform hundreds
of tasks, from basic user creation and password change, to cloning a database on another host.
This tool is an effective mechanism to perform routine, simple, tasks without the need to know
the corresponding SQL commands from the command prompt. We believe that a PDMLink
administrator serving in a temporary capacity of performing routine daily database
administration tasks will find this tool useful.

The screen shot below shows the main page of DBControl.

ORACLE Enterprise Manager 11¢g

Database Control

Setup Preferences Help Logout
Database

Logged in As SYSTEM
Database Instance:

Home Performance  Availability =~ Server  Schema  Data Movement  Software and Support
Page Refreshed Mar 12, 2015 5:18:17 PM MDT | Rafresh ) View Datal Automatically (60 sec) x
General Host CPU Active Sessions SQL Response Time
Shutdown J( Black Qut |
e\ e 100% 320 1.0
Status Up 75 24.0 o
Up Since Mar 10, 2015 11:11:59 AM MDT Other W Wait 0.5 e
Instance Name 30 M gnemtlg 16.0 M User 10
Version 11.2.0.4.0 25 8.0 Llel]
Host lanl gov o 0o 0.0
Listener LISTENER, la.. Reference collection is empry:
View All Properties Load 038 Paging 0.00 Core Count 32 SQL Response Time (%) Unavailable
Reset Reference Collection |
Diagnostic Summary Space Summary High Availability
ADDM Findings 0 Database Size (GB) 1.126.125 Console Details
Alert Log Jun 20. 2014 1:62:29 PM Problem Tablespaces X 2 Oracle Restart n/a
Active Incidents @ 0 Segment Advisor Recommendations 3 89 Instance Recovery Time (sec) 9
Key SQL Profilss 2 Policy Violations v 0 Last Backup v Mar 122015 11-52:57 AM
- Dump Area Used (%) 29 Usable Fast Recovery Area (%) 77.61
Database Instance Health Flashback Database Logging Disabled
¥ Alerts
Categary | All ~|coy Critical * 261  Warning Mg
1-10 of 267 | Next 10 &
|SevErity ‘Calegory ‘Name [ ‘Alerl Triggered
® Tablespaces Tablespace Free Space Tablespace USERS only has 596180 megabytes free space Dec 24, 2014 12:47-21
Full (MB) PM
® Tablespaces Tablespace Space Used (%) Tabl SYSAUX is 95 percent full Mar 10, 2015 11:42:05
Full
® Incident Access Violation An access violation detected in /Iclhs or: 1s/gnem11g/gnem11g/alert/log xml at time/line number: Wed Mar 4 01:35:36 Mar 4, 2015 1:39:57 AM
2015/87569.
® Incident Access Violation An access violation detected in /clhs or: 1s/gnem11g/gnem11g/alert/log xml at time/line number: Wed Mar 4 01:30:09 Mar 4, 2015 1:34:57 AM
2015/87307.
® Incident Access Violation An access violation detected in /clhs or: 1s/gnem11g/gnem11g/alert/log xml at time/line number- Wed Mar 4 01:24-58 Mar 4, 2015 1:29:57 AM
2015/87100.
® Incident Access Violation An access violation detected in /lclhs or: 1s/gnem11g/gnem11g/alert/log xml at time/line number: Wed Mar 4 01:11:02 Mar 4, 2015 1:14:57 AM
2015/87058.
® Incident Access Violation An access violation detected in /clhs or: 1s/gnem11g/gnem11g/alert/log xml at time/line number- Wed Mar 4 01:05:19 Mar 4, 2015 1:09:57 AM
2015/86745.
® Incident Access Violation An access violation detected in /lclhs o 1s/gnem11g/gnem11g/alert/log.xml at time/line number: Wed Mar 4 00:55:07 Mar 4, 2015 12:59:57 AM
2015/86508.
x Incident Access Violation An access violation detected in /lclhs o 1s/gnem11g/gnem11g/alert/log.xml at time/line number: Wed Mar 4 00:52:40 Mar 4, 2015 12:54:57 AM
2015/86390.
® Incident Access Violation An access violation detected in /lclhs o 1s/gnem11g/gnem11g/alert/log.xml at time/line number: Wed Mar 4 00:41:19 Mar 4, 2015 12:44:57 AM

2015/86221.

1-10 of 267 x| Mext 10
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How do | know if DBControl is installed?

On Windows, you check the contents of the following file:
C:\Windows\System32> type %ooracle_home%\install\portlist.ini
If the portlist.ini file is empty, then this is an indication that DBControl has not
been installed yet. We will cover the installation of DBControl in the following

pages. If DBControl is installed, you will see a message similar to the message
shown in the example below (on UNIX).

On UNIX, you check the contents of the following file:
[oracle@oraprod install]$ cat SORACLE_HOME/install/readme.txt

Enterprise Manager Database Control URL - (test) :
https://oraprod.lanl.gov:1158/em

The readme.txt file shows you that DBControl is installed on this server, and it
shows you the URL to access it: https://oraprod.lanl.gov:1158/em

File Edit Wew History Bookmarks Took Help

€ & hips: + 1158 /emfconsole logon logon
&l Precision LMs I WC Upgrade and Migr... , Mational Security Scie... iw VerizonMessages €
CORACLE Emerprise Manager Mg

Database Control

* User Name |5:|.r5

* Password |
Connect As
| Login

Copyright & 1996, 2013, Oracle. Al rights reserved.
Oracle, JO Edwards, PeopleSoft, and Retek are registered trademarks of Oracle Corporation andior its affik
Unautharized access is stricty prohibited.
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You will log into DBControl either as user SYSTEM (Normal) or as user SYS (SYSDBA from
the “Connect As” drop down list).

If DBControl is installed, how do | check if it is running? How do | start it if it is not?

On UNIX, you can check if DBControl is running by typing the following command:
[oracle@oraprod install]$ $ORACLE_HOME/bin/emctl status dbconsole
Oracle Enterprise Manager 11g Database Control Release 11.2.0.4.0
Copyright (c) 1996, 2013 Oracle Corporation. All rights reserved.
https://oraprod.lanl.gov:1158/em/console/aboutApplication

Oracle Enterprise Manager 11g is running.

If DBControl is not running (the message will be obvious), you can start the DBControl process
like this:

[oracle@oraprod install]$ $ORACLE_HOME/bin/emctl start dbconsole
The commands on Windows to check if DBControl is running and to start it if it is not running
are the same as shown above. On Windows you use %oracle_home% instead of

$ORACLE_HOME.

If DBControl is not installed, how do | install it?

You will encounter one of two situations: 1) DBControl has not been installed on the Oracle
database server, or 2) DBControl is installed but you get error messages and you have to re-
install it. Both of these cases are easily solved, as the installation and re-installation of
DBControl is very easy.

You can install or re-install DBControl on Windows and UNIX by issuing the following
command from a command prompt (remember, %oracle_home% on Windows, or
$ORACLE_HOME on UNIX):

<oracle_home>/bin/emca —config dbcontrol db —repos [create | recreate]
You will use the parameter “create” if DBControl as not been installed, and you will use the

parameter “recreate” if it has already been installed (as determined by inspecting either the
portlist.ini or readme.txt files) and you need to re-create it.
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Be aware that when you run this command, you will be asked to provide the passwords for the
following users: SYS, SYSMAN, and DBSNMP. The database user SYSMAN owns the
database tables that are created by EM DBControl. These database tables are the metadata
repository for information pertaining to DBControl and the database it is monitoring. The
database user DBSNMP is the database user account used by the Enterprise Manager Agent
process running on the database server to monitor the database.

If you are in the unfortunate situation of not knowing the passwords for user SYSMAN or
DBSNMP, due to lack of documentation, then you will have to change their passwords and
assign them new passwords prior to installing, or reinstalling, DBControl. Be sure to consult
with the application administrators and others in your team to ensure that changing the password
for the database user DBSNMP will not have a negative impact on other parts of the system.

You change a database user’s password through SQLPIus like this, from a command prompt:

SQL> alter user sysman identified by abc123 ;
SQL> alter user dbsnmp identified by abc123 ;

You will also be asked to provide the LISTENER port number (the port where the LISTENER
process is running on and listening for incoming connections). In a default database installation
and network configuration, the default LISTENER port number is 1521. You can verify this
information by looking at the contents of the listener.ora configuration file, located in
%oracle_home%\network\admin:

#oracle _homexsnetworksadminxlistener.ora
FKE LONT IgUPATION F1lB: C:w0PFac lesproauct~ii.2.ovdbhome _2wnetworksad
H GLnLlaf!d hy Oracle configuration tools.

,[II LIST L[H'II-HI-H =
(¢ LIST

'“ID HHHE CLRExtProc)

CORACLE_HOME = cioraclesproductsdl.2.@ndbhome 22

(PROGRAM = e oc

{EHUS = "EXTPROC_DLLS=0HLY :c :“worac lesproducts11 .2 .8~dbhome _2%binsoraclell . dl1">

3
?

LISTENER =
CDESCRIPTIOM_LIST =
(DESGRIPTION =
(ADDRESS = (PROTOCOL = TC ST .lanl.goudXPORT = 1521))
¢ADDRESS = (PROTOCOL = IP EXTPROC1521))
3

ADR_BASE_LISTEMER = c:“oracle
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Below is a screen shot from a Windows server when re-installing DBControl in a database where
it has already been previously installed.
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isWindowssSystendd >
CisWindowssSystends ¥orac le _homex hinsemca -config dbhcontrol db -repos recreate

STARTED EMCA at Haw JW, ZH1L 3185218 FA
EH Configuration Assistant,. Uerzion 11.2.8.3.8 Production
Copyright <ed 2003, 2011, Oracle. ALl eights resesved.

Enter the Following information:
Databaze 51D: test
Listener port number: 1521
Listenar ORACLE_HOHE [ c:isoraclesproducts~11.2.8~dbhome_ 2 1=
Pazsword for SYS usaw:
for DEEHHP user:
For SYEHAN uzer:
for S¥YSHAN user: Email address For notificationsz $optionalX: Jjachangllanl.gow
Hail (SHTP}» server For notifications {optionall:

You have specified the following szettings
Database ORACLE HOME . .....cc e eeees cihorac lesproductsll CE B bhome 2

Local hoztname ....ceoceeeecnnns - lanl.gow

Ligtener ORACLE_HOME ................ ¢fworaclesproductsll .2 . 8%dbhome 2
Listenar port number ..cccccccsssssse 1021

Datahaze SID test

Erail addeess for notifiecations .......ccceeeas JachangB@lanl. gou
Dutgoing Mail (SHIPY server For notif ications

While wepozitory is dropped the database will be put in guiesce mode.

you wizh toe continue? [pesdYl- nolH>1: ¥
:EH, 215 F:id5:58 PH oracle.sysman.encp. EMConf 19 pertform
Thiz operation iz being logged at cisoracles~cfgtoollogswemcastest~emca _2H1%_H3_3QA
Hdr 0, 2015 3:85:52 PH oracle.sysman.encp. EMReposConf iy invoke
INFO: Dreopping the EM repository <thiz may take a vhile» ...
Har 38, 2815 3:87:5? PH oracle.syaman.encp. EHRepoeConf ig invoke
[HFO: Repozitory successfully deopped
2015 FI:07:59 PH ovacle.sysman.encp.EHReposConf ig createRepository
Creating the EM repository (this may take a while) ...
215 d:11:28 PH oracle.sysman.encp. EMReposConf ig invoke
[HFD: Reposzitory successfully created
Mar 38, 2015 2:11:23 PM oracle.sysman.encp.EMReposConf ig uploadConf igDataToRepository
INFO: Uploading configuration data to EM repozitory (thiz may take a whiled ...
Mar 38, 2015 3:12:B8 PM urul:ll:._.u'.rmn emcp. EMReposConf i invoke
[ HF: |.|i:llu:l.l:|.!'1l conf iguration data successfully
Mar 2H, 2815 2:12:15% PH oracle.sysman.encp. |.|.1.|]-D-Etl:r|:||11.:|*|:|l[ll'.:|1 securellBlonzo le
ITHFD: Securing Datahase Control <this may take a while» ...
Mar 20, 20815 F:12:28 PHM oracle.sysman.encp.util.DBContrallltil securelBConsole
[HFO: Database Control secured successfully.
Har 38, 2015 3:12:28 PH oracle.zyzman.emcp.util.DBControlltil stavtOHE
Starting Databaze Control <this may take a while) ...
Har 30, 2015 3:13:34 PH oracle.zyzman.encp.EMDBEPoseConf ig performConf igueation
Database Control ..L1n=l.|-|1 successiully
:-‘!HIHEI :t:‘l:!:'ll M .. 1. PR p————— LHOLDEF. o a i o ' C o e D e i o B 2 S S ge—

33333333333 The Database Control URL iz httpsisr Ldanl.goviSSERen [0S
3“_ 2@15 3:13_'.\'1 DM nssnn 1o nunman s 'I'.'HI'IDDnri-I"'nnI-::.a 3 wrn s e

- o LIRHING - =

Management Hepozitory hasz been placed in secure mode wherein Enterprize Ranager data wil
en placed in the File: cisoraclesproductsll.2.BAdbhome 27 Jlan l ogov_testssysmansy
ed up az the encrypted data will become whuzahle if thiz File iz lost.

Enterprize Manager conf igurat - gd successfully

FIHISHED EMCA at Hax 38, 2815

CrsHindowssBystendd D
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Note:
When you run the command to install DBControl, you will see the following message:

Putting the database in quiesce mode will not allow regular users to connect to the
database. This is done typically when you must perform maintenance, usually as user
SYS. On a 11g database, this message can be ignored because the database will not be
put in quiesce mode. However, on a 10g database, it will be put in quiesce mode and
regular users will not be able to connect to the database while DBControl is being
installed.

Note the information at the bottom of the screen output. It will show you the URL that you will
use to access EM DBControl on this server:

secure mode wherein Enterprisze Manager data wil
+cl file: orac lesproduc 1.2 .8-dbhome danl.gov_testssysnans

az the encrypted data will become wnusahle if th File iz lost.

e
Enterprise Manager configuration completed successfully
FINISHED EMCA at Mar 38, 2815 3:13:37 PH

Gz JWindowssSystem32 >

You can also get the URL information to access the newly installed DBControl from the
%oracle_home%l\install\readme.txt file:
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On a Windows server, you will see a new OracleDBConsole<SID> service after the creation, or

re-installation, of EM DBControl:

Services

File  Action

&= [0 ¢ |- |uun

View Help

Performance Counter DLL Host

Extended A Standard ‘:"'

On UNIX, you can “grep” for “emagent”, as shown below:

UNCLASSIFIED

Services (Local) Services (Local)

Oracle DBConsoletest Name Status Startup Type Descapts #
Offline Files Disabled The Offli

":.,t_'_’f:!ﬁ"(e Oracle TEST VSS Writer Service Manual
OracleJobScheduler TEST Disabled
OracleMTSRecoverySenvice Manual
OracleOraDbl1lg_homelClrAgent Disabled
OracleOraDbl1g_homelTNSListener Disabled
OracleOraDbllg_home2ClrAgent Manuasl
OracleOraDbllg_home2TNSListener  Started Manual
OracleService TEST Started Manual
Parentsl Controls Disabled This sery
Peer Name Resolution Protocol Aanual Enables
Peer Networking Grouping Manual Enables
Peer Networking Identity Manager Manuasl Provides

Manual Enables: ™
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-ef|grep emagent
3 Jfproduct/11.2.0/dbhome 1/bin/emagent
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Troubleshooting the Oracle database

One of the very first things you need to do in order to get help with troubleshooting issues in the
Oracle database is to get the Oracle Customer Support Identifier (CSI) number from the previous
DBA, or from someone in your IT organization. The CSI number will allow you to create an
account with Oracle Support and create tickets to get help with a problem.

Once you have the CSI number, you will go the Oracle Support web page and register with them:

support.oracle.com

UNCLASSIFIED
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¢ |8 - cope I T

ORACLE uy cracLe support

‘ Q a Partner with My Oracle Support
’ﬁ Jon the Orace Cuntomer Advisory panel 3 have 8 voice i the Sture design and drecson of My Orade Suppcrt.

New to My Orade Support? Sign In
Lngage Egen =)

1 New user? Regster here 2 Watch 3 Exploee
Creste your account \ ;5 Leam the bascs n mnuies L ;S n for more Quck Taning videos
S

Forgot User ID / Passwerd?

ORACLE’ Wekome to My Oradle Supportt N o Regates eve
The ane 520 SLOpor sokustion for Orade Premer Support Customers.
MY ORACLE SUPPORT o Search ot solAce Use of My Orade Support 5 sublect
ot 4 patches and undetes 1o the My Orade Support Terms of
- — ® Acoess proactive spport Sooks Use and the Orade Privecy Polcy
» Colsborate n $he My Orade Support Community

Servee R
o Create  Servoe Request FAQ & Support
Regeter, 800 i, and viat the User Resource Center % leam sore.

Sign In
Language |Engish =]

Sign In... |

Forgot User ID / Password?
[ New user? Register here ]

Use of My Orade Support is subject
to the My Orade Support Terms of
Use and the Orade Privacy Policy

FAQ & Support

* Registration FAQ

Once you have established an account with Oracle Support, you can log in and do a number of
things: create a service request (SR), i.e. a ticket, look for documentation, look for answers to
questions, etc. Below is the home screen when you go to support.oracle.com:
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o/

Dashboard

€ @ hs ppertorade.con) _ _ _ L c|[B- sooge AlE & BB @~ =
precsion s B WC Upgrade and Migr... (e National Security Scie... iw Verizen Messages COLLABORATE 15-1... [ tpL [ RP sharepaint (icagu... Metlife Securities Inc....
ORACLE wyoracLe supporT % PawerViewis Off |~ @® liio (avalable) v B (0)  ContactUs Help 2]
al _knowledge | Service Requests | Patches & Updates | o Community | Certifications " systems ' Collector Mare... v | |G Pe)
Dashboard Give Feedback... Customize Page...
Site Alerts ~| Knowledge Base &3
5] Outage Planned for Weekend of April 17, 2015 Search &Browse | Recently Viewed \(_Recent Searches | Favorite Artices \_
‘ 1 | Two Weeks Ago =
tlews JE Mar 35,2015 SYSAUX Tablespace can Become Ful Due to WRHS_LATCH_CHILDREN growth [74518. 1] =

TZ] Join the Oradle Customer Advisary Panel
Three Weeks Ago

f-g Welcome to Support Blogs! -
Mar 12, 2015 RMAN-03002, RMAN-05059, ORA-19625 and ORA-27037 When R RMAN Backup of Archivelogs [565372. 1 =
] Welcome Blueki Customers and Partners: March 30, 2015 A4 Mar = en unning ackup of Archivelogs [ ! —
] New Features ) ORAch 12.10.2.3 ) Mar 12,2015 How To Catalog Backups / Archivelogs / Datafile Copies / Controlfle Copies [470463.1) 2]
2] Pavier Cord Replzcement Notice (Updated February 2015) 2] Mar 10, 2015 How to Reduce SYSAUX Tablespace Occupancy Due to Fragmented TABLES and INDEXes [1563921.1) =5
5] Grad Citical Pateh Update for January 2015 ta] Mar 10, 2015 Reducing SYSAUX Fragmentation of TABLEs and INDEXes Caused by Statistics Related Activities [1271178.1] e
JE Mar 10, 2015 Troubleshooting Issues with SYSAUX Usage by the Automatic Workload Repository (AWR) [1338365. 1] =r)
JE Mar 10, 2015 SRDC - How to Collect Standard Information for an Tssue where Excessive SYSAUX Space is Used by the Automatic Workload =r
( ) Repository (AWR) [1934108.1]
~ | Getting Started pository g -
. &) Mar 10,2015 How to Relocate the SYSAUX Tablespace [301186. 1) =5
JE Mar 10, 2015 WRHS_ACTIVE_SESSION_HISTORY Does Not Get Purged Based Upon the Retention Policy [387914.1) .
~| Service Requests &
& New Users: How to get Started ] All Users: Discover the Get Proactive rvies e =
with MOS Fortfolio 5 Askin Community... |or _Create SR Support Identifier Type name, number, descripti x|
@ Existing Users: WhatsNew @ All Users: Test your My Orade Support .8
leda - view |17 E =
& Customer User Administrators o En;/\\ejg& Get Accredited iew 7 [#3 Problem Summary x| A | Advanced
(CUA) Start H ollow Us
(CUR) Start Here Problem Summary ‘ SR Number ‘ 77 | Product Severity Contact
@7 CUAGroup your Usersand ] Stay Informed: My Oracle Support Blog
Assets dNFS done cannot recover, 3-10497324951 17 Orade Database - Enterprise Edition £, 2-Significant
;E'é'c" Video Training - Can't discover the URL endpaint for services exposed on 0SB,  3-10502382231 T Orade Service Bus 3-Standard
Learn My Oracle Support: Register and Attend -Live Advisor . X
Leam My Orac Redister 2 Cannt get 150N objects created ffom Orade Service BUStest o 1cooncon o o aico o £ 2Significant
Workfiow Status monitor wont cisplay using Firefos. TEWOMS 3 0 oovone o 0 v e £ 2Significant
OK with IE.
uparade to RHEL 6.6 310268825811 17 Orade Audit Vault @ 1-Critcal

There are two main sections in the home page that we believe will be useful to you as you serve
in a temporary DBA capacity: the Service Request tab, and the Search toolbar.

The Service Request tab

This is the place where you will create a service request (SR), i.e. a ticket, in order to engage
Oracle Support in helping you troubleshoot issues with the database. The steps to create a SR are
pretty straight forward, but you will need to know some key information, such as the operating
system (and version) of the host where the Oracle database is installed, the version of the Oracle
database, whether it’s a 32-bit or 64-bit installation, and the general type of problem that you are
having (i.e, is it related to performance, or is it related to RMAN errors, etc.). Below is a screen
shot of this tab:
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Service Reguests Home:

+ =1 hittps: ffsupport. orade. com/epmo s ffaces SrHome?_adf, ctrl-state =lm 53989« _ 2625 _afrLoo
S

E8 Precision tms [ WC Uporade and Migr... . MNational Security Scie... viw Verizon Messages
ORACLE" 1y oracLE su % PowerView is Off |~ |

| Dashboard | Knowledge  Service Requests ) Patches & Updates | o Community
Service Requests Home

| Service Requests
0 Ask in Community... | o
View - vr B B
|

Problem Summary SR Number | vr | Produsct
dMFS done cannot recowver. 3-104997324951 ‘,l,' Crade Data
Can't discover the URL endpoint for services exposed on OSB. 3-10502382231 T Orade Serv
f:ﬁrg;qet 150N objects areated from Orade Service Bus test 3- 10502351021 = | Orsde Servi
Waorkflow Status monitor wont display using Firefox. It works 3- 10414799951 <7 Orade Work
Ok with IE.
|upgrade to RHEL 6.6 3-10268825811 LT Oracke Audi

{- B hittps: fisuppor t. orede .. comy eperos Taces S eate?_adf.ciri-state =ln5300q63N_ 2620 _afr =S E TA4350 1 184438

28 Precson s ([0 W Uporade and My .. [fa Mabonsl SEcurity SOE... s VEFiZON MESSages COLLABORATE 15 - 1.
ORAC LS iy ORACLE SUPPORT

Dashbosrd | Enowledge | Service Regquests | Patches & Updstes '_E‘rcmnw | Cerbfications | Systems

Micre Detads Severity fontsct

wWhat i the Problem?
* Probdem Susmemary
* Prodesn Desoripton

Error Codes

Whene S the Problem?
| Configratcn | Software
® Product | Sharf FereraT. .. v ]
= Prockect Verson 'rI
= Product Langpaboes | English -

Databaoe Version | Star S
Databarce PlatformVersion  Choose Databsss Platfo EFS0n -
* Problem Type hoose Problem Type=| D

* Support Identifer | Teoe anme,. e, dlesryeiors. oF o oF Seiect o f
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The Search toolbar

The Search toolbar is where we do most of our troubleshooting. When you enter key words in
this toolbar, you will be presented with a large number of results, including official how-to
documents, bug reports, community conversations associated with your keyword, and much
more. Below is a screen shot of the search toolbar and the results you get when you enter the
keyword “RMAN errors™:

an C:_"" «:-'." & ‘ ' * . % - a
150 Gn @ 5o swesont (xagu . Metfe Seantes i

® Mollvelstle) s SN Contactiy Meps 2

-
3
ty Viewed \ Recort Searches | Favonts Acsces
-
es0ace G Become Pull Due 1o VWRg LATOS O-QLDREN growt [R5, 1) B
1, RN QSO0 ORA-I9EDS and ORA-2 3T When Rurvang RMAN Bacip of Avchwesiogs (569972, 1) &)
jog Backugn / Archvveiogs [ Datafie Coperes [ Contyolfle Copers [470401.1) Eo)
g0 SYSALKX Tablewpair Octupancy Dus %o Fragmerded TASLEs and DNOSes [1% 02101 o)
SALIX Pragmentation of TASLEs and 2NOENes Cauned by Statatcs Related Actaties (1271108 1 s,
g Jasust Wi STSALN Usage by S Automate Workdoad Repomtory (ANR) (109534 1 @
1 Collect Standard Information for a0 latue where Excesmve SYSAUNR Space o Lned by the Actoman Warkiced o
Ly
ate B SYLAUX Tablespace (3011084, 1] e
VE _SZESI0N_HISTORY Does Not Get Purgod Sased Lipon S Betordion Polcy [38M1id.1) B _'j
-
ouuaJ SO00rt Identfer  Type rame rumbeyr, desores =)
Problem Summary .OJ A Advarerd
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You notice a large number of results coming back from your search. As with any other search
tool, the more specific that you are with your search key words, the more relevant the results you
get will be.
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Oracle Enterprise Manager Database Control (EM DBControl)

Another powerful tool that you will use to troubleshoot and fix issues with the database is the
GUI tool that we have already discussed: EM DBControl. In the following set of screen shots,
we will show DBControl’s home page, and we will go through some of the tabs available from
the home page and what you can do from within each tab.

Log into DBControl:

€ & k118

ORACLE Enterprise Manager 11¢g

Database Control

Logn

e
* User Name ([sys )

« Password roho’:o seese
o CauigS=

Connect As (| SYSDBAx|)

Copyright @ 1996, 2013, Oracle. Al rights reserved
Oracle, JO Edwards, PecpleSont, and Retek are registered trademarks of Oracie Corporation andh
Unauthorized access is siriclly prohibied

Logm )
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Aed Log SRR 1 P Segment Adanw B 14 imgtance Ry
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Blcs) Comesl X T Wameg My
Impact Meaage
Tablaspacs Free Tablesogcs WEEERT only barg SE190 mecaletes e S04
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This is the “Home” page, and in it you can see an “Alerts” area where the most recent issues
with the database are being reported. In this example, you can see that there are two tablespaces
reported as being full.
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CiRACIE Eniniprise Banager 11g

Database Cominol

Database Instance:

Home Padomance iw._' Schema  [Data Mowreo!  Software and Suppon
plgy Congal

High Acegalabslsy Conigaods

Backup/Recovery

Setup

Backup Ssiiings
Becowery Sottings
E::i - i =

Falated Links

2‘555'5 fﬁ EE ﬂm: EE' _n-gﬁr
ﬂtj Higtony .ﬁ.'=|| ﬂl_.'g:.l:r.l:
bid Blatne Thiathalhs Blackints
= Dot Bl Pobicy SEGra
hanfonng Conlfioaraten htendionin Memory Access Mods
Schedulsr Ceniral 0L Yiodosheed
Lisgr-Dafirgd Metrcy

Dodnbase | Selup | Preferences | Help | Logoug

This is the “Availability” page, where you can inspect and manage the Recovery Manager
(RMAN) backups. The “Backup Reports” hyperlink will show you the output logs from the most
recent RMAN backup jobs. You can inspect these reports for potential problems. The “Manage
Current Backups” hyperlink will take you to the page where you can delete RMAN backups, if,
for example, that is what needs to be done in order to free up disk space.

Below is an example of the “Backup Reports” page, where you can see that the most recent
RMAN back up job completed with errors, which needs investigating:
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ORACLE Enterprise Manager 11g

Database Control

Ratabase Instance: >
View Backup Report
The following backup jobs are known to the database The data is retrieved from the database control file

Search
Status | All =] Start Time | Within 1 month *| Type | Al =] (Go)

Results
Total 18 ( Completed ¥ 17 Completed With Errors D1)
! - . —

T ~r

BockupMame  fisiws  stanTime  [Taken

RMAN_LEVEL1_TUE_TH_040215080005 | COMPLETED WITH  Apr2, 2015 8:00.27 PM  06:01:27
ERRORS MODT
MDT

RMAN_LEVELQ_COMPRE_032815080008 COMPLETED Mar 28, 2015 8:00:30 PM  00/46:50
MDT

RMAN_LEVEL1 TUE_TH_032615080004 COMPLETED Mar 26, 2015 8:00.26 PM  01.04.37
MDT

RMAN LEVEL1 TUE_TH 032415080007 COMPLETED Mar 24, 2015 8:00:30 PM  00.01:00
MOT

The next screen shot is the “Sever” tab, where you have access to a variety of powerful database
administration tasks, such as database storage, configuration, user management, and much more.

As mentioned before, it is beyond the scope of this paper to discuss in detail each of the
functions available in this page. However, we hope that this brief discussion of EM DBControl
will at least get you to the starting point if and when you need to engage Oracle Support.

ORACLE Enterprise Manager 11¢
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Technical resources

Besides the Oracle Support (support.oracle.com) web site that we have already discussed, one
of the most useful resources available to you is the Oracle Technology Network
(http://www.oracle.com/technetwork/index.html). This web site is home to all of Oracle’s
software downloads and documentation. You will need an account to log in; however, you can
use the account that you previously created to access Oracle Support’s web site to log into this
web site. Below is a screen shot of the home page:
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When you follow the hyperlink to “Documentation & APIs”, you will get to the Oracle Database
documentation web page. Some of the most useful documents that you will find are the “2 Day”
documents, which include: “2 Day DBA”, “2 Day+Security Guide”, and “2 Day+Performance
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Tuning Guide”. These documents are short and concise, and will provide you with a strong
foundation of Oracle database administration. You can find these documents at the following url:
http://docs.oracle.com/cd/E11882_01/nav/portal_4.htm
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